How Cyber Security Threat Modeling keeps your
Organization Innovative

Secure loT Design thanks to THREATGET
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WHO WE ARE THREATGET

_ieberLieber g || —

sofcware gmbh TOMORROW TODAY
OUR EXPERTISE KEY Infrastructure Issues
* Model-based Systems Engineering « Austria‘s largest research and

technology organization
Partner to industry and public
institutions

« Configuration Management for Models

 Integration Enterprise Architect with other
Tools
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CYBER SECURITY MODELING 7;
WITH METHODOLOGY- THREATGET THREATGE T

« ThreatGet is a tool based on Sparx Systems Enterprise Architect that helps in the
design phase of many projects to search for potential threats:

AI I AUSTRIAN INSTITUTE
OF TECHNOLOGY



THE STRIDE THREAT MODEL

» Is a Framework of security risks developed
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Bedrohung Betrifft ______________[Definition
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enial of service
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Authentifikation

Integritat

Zutritt

Vertraulichkeit

Verflugbarkeit

Autorisierung

Vortauschung falscher Identitat,
Zugriff auf vertrauliche
Informationen und Daten

Manipulation von (presistenten)
Daten

Nicht beweisbare Aktion eines
Angreifers

Angreifer sieht Daten die er nicht
sehen soll

Verfugbarkeit einer Anwendung
storen

Angreifer findet Weg um seine
Privilegien zu erhéhen
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SYSTEM DEVELOPMENT 1/3 THREATGET

server trust boundary

+ Database

Tor Application
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SYSTEM DEVELOPMENT 2/3 THREATGET

Mobile Device

Enteprise network
3rd party services

(Possibly Mobile *—\\
Malicious) Application

Enteprise Web
Services

Application user
(Possibly
malicious)

Device file system
(Passibly
compromised)

Malicious
Mobile
Application

Malicious User
bypassing Mobile
Client
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SYSTEM DEVELOPMENT 3/3 THREATGET

10T user site trust boundary

Smart loT Node trust boundary Internet/cloud trust boundary

Cloud storage

e

Hub Fusion

Spreading

10T Gateway

Cloud
application

P

Bluetooth

Smart loT Mode trust boundary

/ Edge

Portable devices

Smart loT Node trust boundary

Actuator /
controller
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THE CHALLANGES

Physical @ @ Remote

2010 21 2012 213 2014

2010 201 2012 2013 2014 2015 2016 2017 2018

“In 2020, 54.6% of incidents were
attacks by black-hat hackers ...”
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EXAMPLES FROM 2020 THREAT

« January
« 4,118 vehicles were stolen in India with electronic devices r
* A Mobileye 630 PRO hack fooled the ADAS of a Tesla Model X February
« 19 security vulnerabilities were found in a Mercedes-Benz E-Class April
« Hackers took full control of an OEM's corporate network
* August
- A hacker managed to gain control of Tesla's entire connected car
+  More than 300 vulnerabilities found in over 40 ECUs
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LEGAL STANDARDIZATIONS & REGULATIONS THREAT

The US

« CCPA (California Consumer Privacy Act) - U.S. state-level privacy law.

« DIGI (Developing and Growing the Internet of Things) Act - National strategy for the
loT.

« NIST (National Institute of Standards and Technology) —Privacy Framework V 1.0.

The UK

« DCMS (Department for Digital, Culture, Media and Sport) - Introduced security
requirements for all 10T devices.

The EU

 ENISA (EU Cybersecurity Agency) study titled: "Essential Security Recommendations
for 10T in the Context of Critical Information Infrastructures."
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UNECE WORLD FORUM FOR V&
HARMONIZATION OF VEHICLE REGULATIONS THREATGET

 UNECE WP29 defines requirements for type approval
« Members are:
*  Type approval authorities
« Certification bodies
« OEM and Tier 1
« Two new regulations on:
* Cybersecurity
« Software Updates

T
AI I AUSTRIAN INSTITUTE cLC Lleber
OF TECHNOLOGY -
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UNECE WP 29

REGULATION ON CYBER SECURITY

AT s LicherLieber :

CSMS covers Development, Production und “Post-Production”:

Management of cybersecurity in the Organisation
Management of risks related to the vehicle
Management of new Cyberthreats andvulnerabilities

7.3.

software gmbh

Requirements for vehicle types

7.3.1.

The manufacturer shall have a valid Certificate of Compliance for the Cyber
Security Management System relevant to the vehicle type being approved.

However, for type approvals prior to 1 July 2024, if the vehicle manufacturer
can demonstrate that the vehicle type could not be developed in compliance
with the CSMS, then the vehicle manufacturer shall demonstrate that cyber
security was adequately considered during the development phase of the
vehicle type concerned.

7

THREATGET

Vehicle manufacturer, Supplier und Service providers need a Cyber Security
Management System (CSMS)



SECURITY-BY DESIGN

Innovation through Threat Modeling
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Detected Threats
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Threats Reference - TOMORROW TOD&AY
Sensor Data Fusionand Decision Makmngelemanm/ T List
| Tine Type Description Likelil ~
Forge or c___ |Major ~ || Likely ~
> Sensor Control Unit T__ |Moder__.  ~ [Possible -
18 M ge ... | Repudiati Pack or ges... |Major ~ || Likely ~
Sensor Data } Telemarics
Fusion and !‘\\\ i ] 19 Gaining u... | Inf ionD... | Confidentiality of data... [Moder... - |P ible ~
Decision o, ~ e - . - —
Making 3\\\ \Smmﬁ"g i 20 Extract D... D... g data store... | Trivial ~ |Remote -~
\ \ e N e — 21 Cause the__ | DenialofSer_. | DoS on Telematics C___ |Critical ~ |Certain ~
=matics Contral Unit
\ \\ e secampared 22 A to__ | El i fP___ | El ion of privilege__. |Moder_. - |P ible
\ Repud\a:mn \Q 23 Cc__ | T pering Control Unit T_ Moder__. - |Possible ~
S e 24 Spoof me___. | Spoofin Forge or c__. |Major ~ || Likel i
InfDrma‘tlnnDls[leurE;g?s'""‘E"Eh'(le P P 9 9 — Z “f
K 0 Sl 25 Spoofing . | Spoofing Telematics Control U__. |Moder___. - |Possible -~
Infurmatlur:Dls(lnsurEq 26 M ge ... | Repudi Pack or ges._. |[Major - |Likely —
L v P oF N fidentiali e
Daniaigaryics § the Sensar Contral Unit 27 G gu.. D...|C of data... [Moder... - |Possible ~
{Arnietiy 28 Extract D__. | Inf jionD_.. | A ing data store___ | Trivial - |Remote -
e es <) 29 Cause the__ | DenialofSer._. | DoS on Sensor Contr__. |Critical  ~ |Certain  ~
e 2n £ 3 A i of nrii <3 M ~

W replay attacksin
Telé-rrmws e?,.m,\ Unit ThreatGet

\ \ il <

1
19 Gainifig dpauthorised access to
ﬁlesor\ﬁﬁnnsemorcorm\ unit

Thry
Y
Lo q
13
20 ExtractiDala / Code from Control
Unit \

Ly
v N

21 Cause the [elematics Contral Unit

ThreatGet to Grash or Stop or

disabling functions

22 Attempt to Flash the Telematics
Control Unit ThrearGet With Custom.
Firmware

AT s LicherLieber ’

software gmbh

Threat Severity

Medium

High

46 Threats Cyber Security Risk Assessment

Risk Evaluation

Extreme I
High
Medium
Low mmm FExtreme = 6
High = 10
Low = 6
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THREAT MODELLING WITH THREATGET THREATGET
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THREATGET FOR AUTOMOTIVE
(ISO/SAE 21434, UNECE)

AT s LicherLieber ’

Threat Catalog
- UNECE

« ETSI, ITU, ISO/SAE

« AIT Analyses
« Cont. Updates

ISO/SAE compatible

Workflow
* Risik analysis
* Reporting

Extensible by user
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» Automated cybersecurity analysis of design

v" Avoidance of vulnerabilities and insecure
architecture

» Supports system design and risk analysis

according to ISO/SAE 21434
TH REA.rG ET , v" Complience with ISO/SAE 21434 becomes
mandatory
EYB E R s EE u RITY » Knows current and future threats: Threat
Bv B Es I G N database updates

v Easy verification of system already on the
market
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THANK YQOU!

Contact us: orsolya.nemeth@sparxservices.eu

J< /S S S S S

SS S S S S
l//A



